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AHHOTAIUA
AUCHUILINHBI (Y4eOHOr0 Kypca)

DOTH.01 DTUUHBIA XaKWUHT

(MHIEKC 1 HAMMEHOBaHUE JMCLMIUIMHBI (y4eOHOro Kypca))

1. Hean u 321241 U3y4eHUs1 AUCUUILIMHBI (Y4eOHOT0 Kypca)

Lens — popmupoBaHue y CTYyJICHTOB TEOPETUUECKUX 3HAHUN U MPAKTUYECKUX
HABBIKOB BBISIBIICHUS U YCTPAHEHUS Mpo0OsieM 0€30MaCHOCTH B KOMITBIOTEPHBIX CETSIX.

3amaun:

1. ChopmupoBaTh 3HaHMS O METOJAX BBISIBJICHUS U YCTpaHEHHs mpodieM 0e30-
MAaCHOCTH B KOMIIBIOTEPHBIX CETSX.

2. ChopmupoBaTh 3HAHUS O THUIHYHBIX YSI3BUMOCTSIX CETEBBIX MPOTOKOJIOB,
OTIEPAIIOHHBIX CHCTEM U TPHUIIOKEHUH.

3. OOy4nTh MPAKTHUECKUM HABBIKaM BBISBICHUS M yCTpaHEHUs mpobiem 6e30-
MAaCHOCTH B KOMIIBIOTEPHBIX CETSX.

2. MecTo nucuiuinHbl (yaeoHoro kypcea) B crpykrype OITIOII BO
HNannas nucuuruinHa (ydeOHbIi kypc) oTHocutTesa K bioky OT/l «Dakynbra-
TUBBI» (BapUaTUBHAS YaCTh).

JlucuumnHel, yaeOHbIC KypChl, HA OCBOSHHUH KOTOPBIX 0a3upyeTcs JaHHas
aycuuIuiHa (YueOHbIN Kypc):
— KopnopatuBHbie ”HPOPMAILIMOHHBIE CUCTEMBI.

JucrumninHel, yaeOHbIe KypChI, IJI1 KOTOPBIX HEOOXOAMMBI 3HAHUS, YMCHHSI,
HaBBIKH, TPHOOPETAEMBbIC B pe3yJIbTaTe U3YUCHUS JAaHHOW TUCIUTIINHBI (Y4eOHOTO
Kypca):

— Metononoruu co3laHus W BHEIPEHHUS KOPIOPATUBHBIX WHOOPMAIMOHHBIX
CUCTEM.



3. Il.iannpyemble pe3yJibTaThl 00yUeHHS MO JUCHUIINHE (Y4eOHOMY KYP-
Cy), COOTHECEHHbIEe ¢ IJAHMPYEeMbIMH pe3yJIbTaATAMH OCBOCHHMS 00pa3oBaTe/ib-

HOW MPOrpaMmbI

®opMupyembie U
KOHTPOJINpYyeMble
KOMIIeTeHIIUH

Ilianupyemblie pe3yabTaTbl 00y4eHUs

I1K-1 Ciocob6eH npuMeHsITh
COBPEMEHHBIE METOBI M WH-
CTpyMEHTAJIbHBIE CPE/ICTBA
NPUKIIAAHON HHPOPMATUKA

3HaTh: COBPEMEHHBIC METOABl U HMHCTPYMEHTAJbHBIE CPEICTBA
MPUKIATHON UH(OPMATHKH IS aBTOMAaTH3aLN "
“HpOpMaTH3aIMK PEIICHUS TPUKIATHBIX 3a7a4  Pa3THIHBIX
kjaccoB U co3manus MC

JUUIS aBTOMATU3aIlUNA U WH-
dbopMaTU3auu perIeCHHs
MPHUKJIAIHBIX 33724 Pa3iny-
HBIX Kj1accoB U co3ganus YC

YMeTh: TPUMEHATh COBPEMEHHBIE METOAbl 1 MHCTPYMEHTAIbHBIE
CpeAcTBa MPHUKIATHOW WH(POPMATUKH JJsl ABTOMATH3AIMH U
nHpOpMaTH3aIMK PEIICHUS TPUKIATHBIX 3a7a4 Pa3THIHBIX
kjaccoB u co3panus MC

BJ'Ia,Z[eTB . MMPAaKTUICCKUMU HaBbIKaMH IIPUMCHCHUA
COBPCMCHHBIX MCTOJ0B u HHCTPYMCHTAJIbHBIX CpCaACTB
HpHKHaHHOﬁ I/IH(I)OpMaTI/IKI/I JJIA aBTOMaTHU3alu n

nHPOPMATHU3ALNU PEHICHUS] NPUKIAAHBIX 3a7ad  Pa3IUYIHbIX
ks1accoB U cospanus MC

[1K-6 Crioco0eH UCIIob30-
BaTh M Pa3BUBATh METOIbI

3HAaTh: METOAbI BBISIBJICHUA u HpO6H€M

0€30I1aCHOCTH B KOMIIBIOTCPHBIX CCTAX

yCTpaHCHUS

HAay4YHBIX I/ICCJICIIOBaHI/Iﬁ u
HHCTPYMCHTApPUA B obnactu

VYMeTh: HCHOIb30BaTh MCTOJbI BBIABJICHUA W YCTPAHCHUA
HpO6J’ICM 0€301IaCHOCTH B KOMIIBOTCPHBIX CCTAX

[IPOCKTUPOBAHUA U YIIpaB-
JIeHUs UHPOPMAIIMOHHBIMU
cucreMamMi B HpI/IKHaI[HI)IX
00macTax

BJIaILGTI)I MMPAKTUYCCKUMHU HAaBbIKAMHW BBIABJICHUA U YCTPAHCHUSA
HpO6HeM 0€30ITacHOCTH B KOMIIBIOTCPHBIX CCTAX

TemaTnuyeckoe coaep:kaHue JUCUUILINHBI (Y4eOHOT0 Kypca)

Paznen, moayJib

Ioxpa3znen, Tema

Monyns 1.

MeTtomp! BBISIBIIEHUS TPOOIIEM
0e30MacHOCTH B KOMITBIOTEP-
HBIX CETIX

Tema 1.1 Dranbl XakuHra U THIBI Xakepckux atak. Kommbrorep-
HBIE BUPYCHI

Tema 1.2 MeTOA0I0IUH ¥ TEXHOJIOTUN CKAaHUPOBAHUS YS3BUMO-
CTEH KOMITBIOTEPHBIX CETEHN

Mogyns 2.

Metonsl ycTpaneHus mpolaem
0€301aCHOCTH B KOMITBIOTEP-
HBIX CEeTSX

Tema 2.1 MeTozp! 3aIIMTHl KOMITBIOTEPHOI CETH OT XaKePCKUX
aTak

Tema 2.2 MeTob1 3a1IUTHI KOMITBIOTEPHOW CETH OT BUPYCOB

OO0masi Tpy10eMKOCTh TUCHUIIMHBI (YueOHoro Kypca) — 2 3ET

Pa3pabdoruuk nmporpamMmsI:

IIpodeccop, 1.T.H., TOLIEHT

C.B. MkpTEIUEB

(Oondicnocmsb, cmenens, yuernoe 36anue)

(noonucs) (H.0. Damunus)




4. CTpyKTypa M cojep:KaHue JUCHUILTUHBI (Y4eOHOro Kypca) DTUYHbBIA XaKUHT

(HauMEeHOBaHUE AUCLMIUIMHBI (Y4eOHOro Kypca))

Kypc nzyuenus 2
Paznea, Hoapasnean, Buasbl yue6Hoii padoThl Texkymuii KOH- Pexo-
MOAYJIb TemMa AyIMTOpHBIE 3aHATHUS CamocrosiTeibHast padora TPOJIb MeH/ye-
(B yacax) Mas Jiu-
BCEro . ®opMbI IPOBEAEHUS ¢opmbl opranuzanumn Heo0xoaumele DopMbl B Tepary-
g JIEKIHii, 1a60PATOPHDIX, CaMOCTOATeJIbHOM MAaTepHaIbHO- Tekymero | 6ax | pa(Ne)
Moo € o| MpaKkTHYeCKMX 3aHATHI, padoTsI TeXHU4YecKue KOHTPOJISl | Jax
= g g Z| Meroabl oGy4eHus, pea- K pecypcsl
:E 5 é E 8| smsyomme npumensie- g
% g = : Z| MYl o0pa3oBaTesIbHYIO :
= o | X . I TEXHOJIOTHI0
S| & | =
5| E &
Q
Moayas 1. 1.1 Oransl xa- 2 Jlekumu 3J€KTPOHHOTO CamocTosTensHOE U3y- LMS-cucrema Ha [pome- 12 1,2
Merto/bl BbIsiBJIe- | KHHTA W THITBI y4eOHHKA C KOHCYJIbTAIH- YeHHe MaTepuaoB ocHoBe Moodle, KYTOY-
HHUSI TPoGJieM XaKEepCKHX aTak. el nmpenoiaBarens Ha ¢o- 3JIEKTPOHHOTO y4eOHU- | KOMIIBIOTEp JIHO0 HBII TeCT
0e30macHOCTH B Kommsrotepasie pyme Ka C pasJeJIeHneM Ha IUTaHIIET 00
KOMIBbIOTEPHBIX BUPYCBHI JIEKLIMH U C TECTaMH ISt cMapThoH
ceTsx CaMOKOHTPOJIS 110 Kax-
JIOM JICKIIUH, aHAJIN3
MOBEICHUS 00yJaro-
IUXC IMpyU TOMOIIN
LRS-cucremsl u
Experience API, ananus
TEeKyIIeH ycrieBaeMOCTH
npu nomouu bPC-
perTuHra
1.2 Meronoiio- 2 Jlexuuu 3€KTPOHHOTO 5 CamocTosTenbHoe u3y- LMS-cucrema Ha IIpome- 13 1,2
THH ¥ TEXHOJIO- y4eOHHKA C KOHCYJIbTaIH- YeHHe MaTepuaoB ocHoBe Moodle, JKYTOY-
MU CKaHUpOBa- el npenoaBaresns Ha ¢o- 9JIEKTPOHHOTO y4eOHHU- | KOMIIBIOTEp JIHOO0 HBIN TecT
HUS ysS3BUMO- pyme Ka C pa3JeNieHneM Ha IUTAHIIET JIH0O
CTEl KOMIIBIO- JEKLIUH U ¢ TECTAMU IS cMapThoH
TEpPHBIX CETEH CaMOKOHTPOJIA IO KaX-
JIOM JICKIINH, aHAJIN3




NOBeIeHHs 00y4aro-
LIMXCS TIPH OMOIIN
LRS-cucremsl u
Experience AP, ananms
TEKYyIIEeH yceBaeMOCTH
ipu nomouu BPC-
pelTHHra

Brinonnenue npakruye- 13 CaMOCTOSTENBHOE BBI- LMS-cucrema Ha Oruer o 5 1,2
CKHX 3aJJaHNH C KOHCYJIb- TIOJTHEHHE TIPaKTHIe- ocHoBe Moodle, 3agaHmio 1
TalyeH mpernoaaBaTens Ha CKHX 3aJaHni, KOH- KOMITBIOTEp JTHOO0
dhopyme u yepe3 KOMMEH- TpoJsib cMeHbI [P- TUTAaHIIET TU00
TapuH B 3a/IaHUSAX aJIpecoB, aHAIIU3 TEKY- cMapThoH
el ycreBaeMoCTHU IIpU
nomoniu bPC-peiitunra
Moayasb 2. Meto- | 2.1 Metons! Jlexnuu 3JeKTPOHHOTO 5 CamocTosTenbHOE U3Yy- LMS-cucrema Ha IIpome- 12 1,2
Jbl yCTpPaHeHHus 3aIUTHI KOM- yueOHHKA C KOHCYJIbTAIlH- YeHHEe MaTepuaioB ocHoBe Moodle, KyTOU-
npoodJeM 0e3o- MBIOTEpHON el npernoaBarens Ha ¢o- AJIEKTPOHHOTO y4eOHH- KOMIIBIOTEp JTHO0 HBII TeCT
MACHOCTH B KOM- | CETH OT XaKep- pyme Ka C pa3JeJIeHneM Ha IUTAHIIET JIN0O
NbIOTEPHBIX CETAX | CKUX aTak JEKIUH U C TECTaMU JUIs cMapThoH
CaMOKOHTPOJIA IO KaK-
JION JIEKIINH, aHAIH3
MOBEIEHUS 00y4aro-
HIUXCA Mpr MOMOIIH
LRS-cucremsr u
Experience API, ananus
TEKyIllel yCIeBaeMOCTH
npu iomontu BPC-
peiTuHra
2.2 Metoapl Jlexmu >JIEKTPOHHOTO 10 CamocTosTensHOe U3Yy- LMS-cucrema Ha IIpome- 13 1,2
3aIIUTHI KOM- y4eOHHMKA C KOHCYJIbTAIH- YeHHe MaTepuaoB ocHoBe Moodle, JKYTOY-
MBIOTEPHON el npenoiaBarens Ha ¢o- 9JIEKTPOHHOTO y4eOHH- KOMITBIOTEp MO0 HBIN TecT

CEeTH OT BUPY-
COB

pyme

Ka C pa3JicIICHHEM Ha
JICKIMH ¥ C TECTAMU IS
CaMOKOHTPOJIS IO Kax-
JTOW JICKIIUH, aHAITH3
MOBeICHUS 00y4aro-
IUXCs IMpyu NOMOIIN
LRS-cucremsl u
Experience API, ananu3
TEKyIeH yCIIeBaeMOCTH

[IaHIIET 1100
cMapThoH




npu nomouu bPC-
perTUHra

Brinonnenue IpaKTHu4e-
CKHX 3aJJaHUil ¢ KOHCYJIb-

Taluel IpenoaaBaTesns Ha

thopyme n gyepe3 KOMMEH-
Tapyu B 3aJaHUSAX

14

CamMocTosTenbHOe U3y-
YeHHEe MaTepuaoB
AIIEKTPOHHOTO YIeOHH-
Ka C pa3JeNeHneM Ha
JEKIUH U C TECTAMU [UIS
CaMOKOHTPOJIA IO KaK-
JIOM JIEKIINH, aHAIH3
MOBEICHUS 00y4aro-
IUXCA Mpr MOMOIIHN
LRS-cucremsr u
Experience API, ananu3
TEKyIllel yCIeBaeMOCTH
npu nomoutu BPC-
pedTuHra

LMS-cuctema Ha
ocHoBe Moodle,
KOMIBIOTEp JH00
TUTAHIIET JTU00
cMapThoH

OTuyer no
3aJaHHIO 2

1,2

KonTpoas

3,75

CamMocTosTenbHOe U3y-
YeHHE MaTepHajoB
ANEKTPOHHOTO YIeOHH-
Ka C pa3JicIICHHEM Ha
JICKIMH ¥ C TECTaMH IS
CaMOKOHTPOJISI IO Kax-
JIOM JICKIIUH, aHAJIN3
MoBeIeHNs 00y4aro-
HIMXCSI TPU TIOMOIIN
LRS-cucremsr u
Experience API, ananus
TEKyIllel yCIeBaeMOCTH
pu nomouu bPC-
peiTuHra

LMS-cucrtema Ha
ocHose Moodle,
KOMTBIOTEp 100
IJIaHIIET 100
cMapTHoH

Hroroseiit
TECT

40

1,2

A

0,25

Hroro:

56

72




5. Kputepun u HOpMBI TEKYIIEr0 KOHTPOJISI H IPOMEXKYTOYHOM aTTeCTAIUN

@®opMbI TEKYLIET0 KOH- | Y CJOBHS 10- Kpurepuu u HOpMbI OLIEHKHU
TPOJIA MycKa
[TpomesxyTouHBbIl TECT Jonyckatorcss | MakcuManbHOe KoinuuecTBo 0anoB — 13 6. (0amibl CTYACHTY HAUUCIISFOTCS aBTOMAaTHYECKU IPONOPLUOHANb-
BCE HO BBIIIOJIHEHHBIM TECTOBBIM 3aJJaHUSIM)
Oryer no 3axanusMm 1,2 Jomyckarorcst | 5 6ayiioB — 3a1aHKUE BBIMOJIHEHO B TIOJTHOM 00BEME 0€3 3aMeuaHuit
BCE 4 Gaa — 3a/1aHKE BBINOJIHEHO B IOJHOM 00bEME, IPUCYTCTBYET 1 3aMedaHue 10 BHIIOIHEHUIO 3aaHus
3 GaJia — 3aJjaHKE BBIIIOJHEHO B ITOJIHOM 00bEME, IPUCYTCTBYIOT 2 3aME€YaHus 10 BBHIIOJHEHUIO 3aJaHUs
2 Gauta — 3aJJaHKE BBIIIOJIHEHO HE B ITOJTHOM 00bEME, IPUCYTCTBYET | 3aMevaHue MO BBIIOJHEHUIO 3aJaHUs
1 Ganna — 3aaHUE BBIIIOJIHEHO HE B MTOJIHOM 00bEMeE, IPUCYTCTBYIOT 2 3aMEYaHusl 110 BBIIIOJHEHUIO 3a/IaHUs
0 GanyoB — 3aJJaHNE HE BHIIOJIHEHO
Htorosoe TectupoBanue | Jlomyckaroresa | MakcumanbHOE KOJIUMUECTBO 06amioB - 40 0. (6ayuibl CTyI€HTY HAYMCIISAIOTCS aBTOMAaTHYECKH TPOIOPLIMOHAIb-
BCE HO BBITIOJIHEHHBIM TE€CTOBBIM 3aJJaHHSIM)
Hroro MaxkcumanbHoe konuuecTBo 6aiios — 100 6.
dopma nposeieHus Ycnosus gomycka Kputepuu u HOpMbI OLIEHKH
MIPOMEKYTOYHOM aTTECTALNKI
3auér (mo HakonmuTenpHOMY peii- | Jlomyckarorcs Bce «3a4TECHO» Crynent Haopai ot 40 10 100 6a/110B IO HAKOTIUTENEHOMY PEUTUHTY

TUHTY)

«HE 3a4TEHO» Crynent HaOpan 39 u meHee 0ayIOB MO HAKOMUTENLHOMY PEUTHHTY




6. Kputepuu u HOpMbI OLIEHKH KyPCOBBIX padoT (MIPOEKTOB)

VY4eOHBIM MJIAHOM HE MPEyCMOTPEHO.
7. [IppuMepHasi TeMATHKA KYPCOBBIX pPadoT
VY4eOHBIM IJIAHOM HE MPEIyCMOTPEHO.

8. Bonpocsl Kk 3a4eTy

Ne i/ Bomnpocel

1. 00630p KoHTIENTHI HHPOPMAIIMOHHONW 0€30aCHOCTH

2. Yrpo3bl HHGOPMALIMOHHON GE30MMACHOCTH U BEKTOPHI aTak

3. [TonsiTsa xakunra

4. OTanbl XaKuHra

5. Tunsl aTax

6. VYnpasnenue obecriedenneM nadopmaimonHoi 6ezonacuoctu (MB) npeanpusitus

7. Monens yrpo3 b

8. [TomuTuky, IpoIeAypHI U mpoiiecchl ooecriedeHus b

9. MeTopl OLIEHKH 3alIMIIEHHOCTH - ayAWT, aHaJIU3 YSA3BUMOCTEH W TECTUpOBaHUE Ha
IPOHUKHOBEHHE

10. | IlnanupoBaHMe U IPOBEJCHUE TECTUPOBAHUS HA MPOHUKHOBEHUE

11. | Yrpo3ssl yreuku nHpopmanuu 06 HHOOPMAIIMOHHON CHCTEME OpraHu3aIlluu

12. | Merogonoruu cbopa nHGOPMAITH U3 OTKPHITHIX HCTOYHUKOB

13. | CpencrBa cb6opa nundopmanuu

14. | Mepbl IpOTHUBOJCHCTBHS yTeYKaM HHPOpMAIUU

15. | TectupoBanue Ha MpeaMeT MONydYeHUs MHPOpMauuu 00 MHPOPMALMOHHON cucTeMme
OpraHu3aIu

16. | O630p BO3MOXKHOCTEH CKAaHMPOBAHUS CETH

17. | Merononorusi CKaHUPOBAHUS

18. | TexHukM OOHAPYKEHHS OTKPHITHIX TIOPTOB

19. | TexHuKa CKPHITOr0 CKAHUPOBAHUS

20. | TexHUKH YKIIOHEHUS OT CHCTEM OOHAPY)KEHUsI BTOPIKEHUIH

21. | Ananus GaHHEpOB

22. | CxaHupoBaHHe ysI3BUMOCTEH

23. | [loaroroBka mpokcH-cepBepa

24. | TexHUKH TYHHEIUPOBAHHUSI

25. | AHOHHMMaN3ephI

26. | Cnydunr IP agpeca u Mmepbl IpOTUBOACHCTBUS

27. | CxaHMpOBaHME CETH KaK 3Tall TECTUPOBAHMS Ha MPOHUKHOBEHUE

28. | Monutopunr TCP/IP coeqnaenus

29. | Konnenmuy WHBEHTApH3AIUU

30. | MuBenTtapuzarms SMTP

31. | MuBenrtapuzarms DNS

32. | Mepsl npoTHBOIEHCTBHSI MHBEHTAPH3AINN

33. | MlHBeHTapu3aMy pecypcoB Kak 3Tal TECTUPOBAHUS HA TPOHUKHOBEHUE

34. | Ilomyuenue noCTyIa Ha OCHOBE CTaHJIAPTHBIX MApOJIeH

35. | Llenu B310Ma CHCTEMBI

36. | MeTononorust B3J10Ma CUCTEMBI

37. | IlocmenoBaTembHOCTh XaKWHTA CUCTEMBI




38.

B3nowm naposneit

39. | IloBbllIeHNE NPUBUIICTHIA

40. | BemosiHeHHE NPUIIOKESHUN

41. | CokpeiTue ¢aiinos

42. | CokpbITHE CIIEIOB

43. | TectupoBaHue Ha IPEIMET B3JIOMA CHCTEMBI

44. | Knaccuduxkarms BpeoHocHOro 110 -TposiHbl, BUPYCHI U YE€PBH
45. | Ilytu npoHUKHOBEHHS BpenoHocHoro 110

46. | Meronsl U cpecTBa aHanu3a BpegoHocHoro [10

47. | Metonbl oOHapykeHus BperoHocHoro 110

48. | AHTUBHPYCHBIE IPOTPAMMBI

49. | Yrpo3bl BEO-NPUITOKCHHSIM

50. | Metomosiorus aTaky Ha BeO-TIPHIIOKEHUS

51. | MacTpyMEHTHI B3IIOMa BEO-TIPHUIIOKEHUH

52. | Mepbl npoTUBOJEHCTBUS B3JIOMY BEO-TIPHIIOKEHUN

53. | MHCTpyMEHTBI 3alIUTHI BEO-TIPHIIOKCHHIA

54. | OcHOBBI XaKMHTa MOOUJIBHBIX IIATHOPM

55. | UHCTpYMEHTHI M peKOMEHIAINH 110 3aIIUTEe MOOWIBHBIX YCTPOMCTB

9. q)OHIl OLCHOYHBIX CPEACTB 1JIA INMPOBECACHUS HpOMe)l(yTO‘IHOﬁ aTTe-

cranmumu oﬁyqalomuxm o IMCOMIIJIMHE

9.1. ITaciopt ¢oHIa OLIEHOYHBIX CPEICTB

KouTtpoaupyembie pa3nelibl (Te-

Koa xoHTpoOInpye-
A P Py HaumenoBanue

Ne n/m MOM KOMIIETEHIIUH
MbI) IHCIATIIAHBI OLICHOYHOI'0 CpeACTBA
(nJIM ee 4acTH)
[TpomexxyToOUHBIEC TECTHI IO
MonyJssMm 1,2
Monaymu 1,2
1 OAYTH L, TK-1, TTK-6

10 KypCcy «OTHUHBIN XaKUH» OtueTs! o 3aanusm 1,2

9.2. TunoBbie KOHTPOJIbHbIC 32IaHUSA WM HHbIE MAaTEePHAJbl, HE00XO-

JAUMBbIeE J1JI1 OLEHKH 3HAHUI, YMEHHUI1, HABBIKOB U (WJIH) ONbITA 1eATEJIbHOCTH,
XapaKTePU3YyIIHUX ITanbl (JOPMHUPOBAHUSA KOMIIETEHIMHA B Mpouecce 0CBoe-
HHMS 00pPa30BaTeIbHOI POrpaMMBbl

9.2.1. ®oHx TecTOBBIX 3aJaHUI (IPUMePbI)

Monayasb 1. MeTozs! BRISBICHHS TIPOOJIEM 0€301MaCHOCTH B KOMITBIOTEPHBIX CETSX.

1. Yem MoxeT OBITH BBI3BaH OTKa3 B 0OCITYKUBaHUH HA BeO-cepBepe?

o CnennanbsHo noarotosiaeHHbiMu HTTP 3anpocamu
o CnenuanbHo noarorosiaeHHsIMu SMB 3anpocamu UT-koHCYynbTaHT
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o bonpmmm komuvectBoMm o0sraHBIX HTTP 3ampocos
o Omubkoii monp3oBarens B URL caiira

2. Hanbonee 4acTo NCHOIb3yeMble METO/IbI, OXBATHIBAIOLINE OOJIBIINI CIIEKTP BPEIOHOCHBIX
IpOrpamMm — 3T0. ..

O cxanupoBanue

O sBpuctuyeckuii aHamms3
O oOnapyxeHHe H3MEHEHHI
O nposepka mpoToKoIJIOB

3. Kakue ObIBaroT BUbI CKAHUPOBAHUSA?
O Ckanuposanue IP anpecos
O CkanmpoBaHue HOpTOB
O CkanupoBaHue Ha HAJIMYUE YSI3BUMOCTEH
O CkanupoBanue Ha TPOHUKHOBEHUE

Moayas 2. Metoasl ycTpaHeHHs Tpo0sieM 0€301MacHOCTH B KOMITBIOTEPHBIX CETAX.
4. Ha30BUTE METO/ 3aLIUTHI OT KOMIILFOTEPHBIX BUPYCOB:

O OTKJIIOUYEHHE KOMIBIOTEPA OT JIEKTPOCETH IIPH MaJICHIIIeM IT0103PEHIN Ha BUPYC
O mepe3arpy3ka KOMIbIOTEpa
O BBI30B CIIEIHATIICTA IO OOPBOE ¢ BUpycaMu
O YCTaHOBKa Ha KOMIIBIOTEP aHTUBUPYCHOU MPOrpPaMMBbl
5. K aHTUBHpYCHBIM IIpOrpaMMaM OTHOCHUTCS
o Avast
o Word
o CorelDraw
o WInRAR

6. IP-cnyunr-sro...

O BHJ aTaKH, KOTJAa 3JIOYMBINIJICHHUK BBITAET cebs 3a CaHKIIMOHHUPOBAHHOTI'O MOJIB30BATC-
JIsL

O CETEBOU MPOTOKOJI
O KOMIIBIOTEPHBIN BUPYC
O 3aluTa OT XaKepoB

Kpurepuu oueHKkM 3a MpONRAEHHBIN TECT IO TEME!
MakcumanbHOE KOIHUecTBO 0amioB — 13 6. (6amibl CTYASHTY HAUUCIISIFOTCS. aBTOMATHU-
YECKHU TPOTOPITUOHATHEHO BBITIOJTHEHHBIM TECTOBBIM 33 TaHHSIM).

9.2.2. KoMIJIEKT 0TY€TOB 10 33/IaHUSIM, IPOBEPsAeMbIM BPYUHYI0 (IIpH-
Mepbl)

3ananue 1. [Iporpammusie cpenctBa ais aHanu3a samumeHHoctd OC Windows.
®opma oTueTa 1o 3aAanni0 1. B oT4eT JOMKHBI OBITh BKIIOYEHBI CIEAYIONINE MTYyHKTHI:
— THUTYJIbHBIN JIUCT;
— 1e7b paboThI;
— KpaTKue TEOPETUYECKHUE CBEIICHMUS;
— ONHKCaHUE X0J1a BBHITIOJIHEHHS paOOTHI,
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—  pe3yJbTaThl BBIMIOJTHEHHON pa0oTHI;
— OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI.

3ananue 2. CoBpeMEHHBIC AHTUBUPYCHBIEC ITPOrPAMMBI.
®opma oTyera no 3agaHuI0 2. B oTueT cienyromuye myHKThI:
— THUTYJIbHBIN JIUCT;
— 1enb paboThL;
— KpaTKue TEOPETUUYECKUE CBEICHHUS;
— OIMCaHUE XOJa BBIIIOJHEHUS padOThI;
— pe3yJabTaThl BBIIOJIHEHHON paOOTHI.

Kpurtepuu oneHku 3a OTYETHI 110 3a1aHUSIM, TIPOBEPSEMBIM BPYUHYIO:

®DopMbI TEKYLIET0 Kpurepuu u HopMbI OLIEHKH
KOHTPOJIst
Otuer 1o 3a1aHUsAM 5 6anoB — 3a7jaHKe BBHITIOJHEHO B MOJIHOM 00bEMe 0e3 3aMevyaHmit
1,2 4 Gasna — 3a/1aHKe BBIIOJIHEHO B MOJHOM 00BbEME, MPUCYTCTBYET 1 3a-

MEYaHHUe T10 BHINOJHEHUIO 3a/1aHHS
3 GaJia — 3aJjaHKE BBIIIOJIHEHO B ITOJIHOM 00bEME, IPUCYTCTBYIOT 2
3aMeyaHus 110 BBITOJIHEHUIO 3a/1aHHsI

2 Gaiyia — 3aJJaHUE BBIIIOJIHEHO HE B [TOJIHOM 00bEMeE, IpUCYTCTBYET 1
3aMeyaHue 10 BHIOJHEHUIO 3a/1aHHs

1 6anna — 3aaHUE BBIIIOJIHEHO HE B IIOJHOM 00bEME, IPUCYTCTBYIOT 2
3aMeyaHus 110 BBITIOJIHEHUIO 3a/1aHHsI

0 GanyoB — 3aJJaHNE HE BHIIIOJIHEHO

10. O0pa3oBaTe/ibHbIe TEXHOJOTHMN U METOAUYECKHME YKA3aHUA MO OC-

BOCHHUIO IMCIHUILUIUHBI (Y4€0HOI0 Kypca)
[Ipu u3yyeHnH TUCHUILIMHBI (y4eOHOT0 Kypca) HCIOJIB3YIOTCS AUCTaHLIMOHHbBIE 00pa30-
BaTEJIbHbIE TEXHOJIOTHH.

10.1. PexkoMeHaanum 1Mo MOAroTOBKEe K TECTUPOBAHMIO 110 TEMaM Kypca

TecTbl — 3TO BOIIPOCH! WM 3aJaHUs, IPENYCMATPUBAIOIINE KOHKPETHBIM, KPaTKUH, 4eT-
KU OTBET Ha UMEIOLIUECS STATOHBI OTBETOB.

ITpu camocTOsATENEHON NOATOTOBKE K TECTUPOBAHUIO CTYIEHTY HEOOXOJMMO:

a) FOTOBSACH K TECTUPOBAHUIO, IpopaboTaiiTe MHPOPMAIIMOHHBIN MaTepral Mo JUCIHUII-
auHe. [IpokoHCYIbTHPYITECH C MPEnoAaBaTesieM o BONPOCYy BbIOOpa yueOHOH IUTEpaTyphl;

0) 4eTKO BBISICHUTE BCE YCJIOBMS TECTHPOBAHUS 3apaHee. Bbl TOMKHBI 3HATh, CKOJIBKO
TecToB Bam OyneT mpeioskeHo, CKOJIbKO BpEMEHH OTBOJIUTCS Ha TECTUPOBaHME, KAKOBA CUCTE-
Ma OLICHKH pe3yIbTaToB U T.1.;

B) IpHCTyMasi K paboTe ¢ TeCTaMu, BHUMATENbHO M JI0 KOHIIA POYTUTE BOIIPOC U TMpe-
JaraeMble BapuaHThl OTBETOB. BriOepuTe mpaBuiibHbIE (MX MOKET OBITH HECKOJIbKO). Ha oTaens-
HOM JIUCTKE OTBETOB BBIMUIINTE LU(PY BOIpoca U OYKBBI, COOTBETCTBYIOIIUE MPABUIBHBIM OT-
BETaM;

I') B IIPOLIECCE PELICHHUS JKEJIATENBHO IPUMEHITh HECKOJIBKO TIOJXO0B B PEIICHUN 3a/a-
HUS. DTO MO3BOJSET MAaKCUMaJbHO TMOKO ONEpUpPOBaTh METOJAMU PEIICHHs, HAXOAs KaXKIbIi
pa3 ONTHMAaJbHBIN BapUAHT.

1) ecnu Bel BeTpeTunn upe3BbluaiiHO TpyAHBIN 1u1si Bac Bompoc, He TpaTbTe MHOTO Bpe-
MeHH Ha Hero. [lepexonuTe k 1pyrum tecraM. BepHuTech K TpyAHOMY BOIIPOCY B KOHIIE.
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€) 00s3aTeIbHO OCTaBbTE BPEMsI JUIsl IPOBEPKU OTBETOB, YTOOBI H30€XKaTh MEXaHUIECKUX
OLIMOOK.

TectupoBanue - MO3BOJISET OLIEHUTH 3HAHHE (PAKTHUECKOTO MaTepuaia, yMEeHHE JOTHYe-
CKH MBICIHTB, CIIOCOOHOCTh K Pe(IeKCHH U TBOPYECKH MOIXOJUTH K PEHICHHIO MOCTaBICHHON
3a7aui.

10.2. PekoMeHIauMu 110 BHINOJHEHUIO MPAKTUYECKHUX 3aJaHUIT

OcHOBHbIE 32/1a44 BBINIOJIHSIEMOH PadoOThI:

1) 3akpernieHre NOJYUYEHHBIX paHee TEOPETUUECKUX 3HAHU;

2) BBIpaOOTKa HABBIKOB CAMOCTOSITEIbHON PabOTHI;

3) BBISICHEHHE TTOJATOTOBJICHHOCTH CTY/ICHTA K OYIylIei MpakTU4ecKou paboTe;

Becb npotiecc HanucaHus pabOThI MOKHO YCIIOBHO Pa3J/IeIUTh Ha CIICAYIOIINE TAllbL:

a) BEIOOp TEMBI U COCTABJICHUE MPEIIBAPUTEIBHOTO IJIaHa Pa0OTHI;

0) cOop Hay4IHOU HHPOPMAINH, U3YICHHUE JTUTCPATYPHI;

B) aHAJIM3 COCTABHBIX YacTel MPOOJIEMBbI, U3JI0KCHHUE TEMBI,

r) 00paboTKa MaTepuasa B LEJIOM.

[ToaroToBKY BBIIOJHEHHUsST paOOTHI CIEIYEeT HAYMHATH C IOBTOPEHUS COOTBETCTBYIOIIETO
pazzena yuyeOHUKa, Y4eOHBIX MOCOOMI MO JaHHOW Teme. [IpucTynaTh K BBITOJHEHUIO PabOTHI
0e3 M3yYeHUs] OCHOBHBIX IOJIOKCHHW M TOHSATUH HAYKH, HE CIENYeT, TaK Kak B 3TOM Cliydyaec
CTYJICHT, KaK MPaBHJIO, IJIOXO OPUEHTUPYETCS] B MaTepuaie, He MOXKET OTTPaHHUYUTh CMEKHBIC
BOIPOCHI U COCPEIOTOYNUTh BHUMAaHUE Ha OCHOBHBIX, IIEPBOCTEIICHHBIX MPOOJIeMax paccMaTpu-
BAEMOU TEMBI.
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11. Y4yeOHO-MeTOAMYEeCKOe M MHPOPMALMOHHOE O0ecriedyeHue JTUCIUI-
JHMHBI (Y4e0HOT0 Kypca)

11.1. Ob6s13aTesibHAA TUTEPATYpa

Tun (yueOHuk, yueod-
Hoe nmocodue, yued-

Ne HOo-MeToau4yeckoe |KosmyecTBo B 0uO-
bubauorpaguyeckoe onucaHue
n/n nocooue, NpPaKkTu- JINOTEKe
KYM, ay/JA10-, BUJ€0-
mocoous u ap.)
1. | Huxudgopos C. H. 3ammra napopmanuu.
3anuTa OT BHEIIHUX BTOPKEHUH [ DJIEKTPOH-
HBII pecype] : yueb. mocooue / C. H. Huku- " "
(bopos. - Cankr-Tlerepbypr : CIIGTACY., Y4eOHoe mocodue OBC "IPRbooks
2017. - 83 c. : mm. - ISBN 978-5-9227-0757-
2.
2. | Ierpenxo C. A.

[TonuTrku 6€30MaCHOCTH KOMIIAHUY TIPH pa-
6ote B MHTEpHET [ DNeKTPOHHBIN pecypc] :
[yueb. mocobue] / C. A. Ilerpenko, B. A.
Kyp6aros. - Caparos : [Ipodobpa3zoBanue,
2017. - 400 c. : un. - ISBN 978-5-4488-0082-
5.

YyeOHoOe 1mocodue

9BC "IPRbooks"
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11.2. JlomoJiHUTEJbHAA JIUTEPATYPA U YUeOHbIe MaTepHAJIbI (AyAHO-,

BH/I€OIIOCOOMS U JIP.)

Tun (yueOHUK, ydeOHOE
nocooue, yueoHo-
Ne KoauuecTBO B
Bbub6anorpaguyeckoe onucanue MeToaH4YecKoe nocooue,
n/n OndmoTeke
NPaKTHKYM, ay/1HO0-, BH-
aeonocoous u ap.)
1. MpaiiBoaa J. bezonacHocTh ceteit
[DnexTpoHHbIH pecypc] : [yued. kypc] VYueOHbIl Kypc OBC "IPRbooks"
/ D. MbaiiBon. - 2-e u3., ucnp. - Mo-
ckBa : MHTVYUT, 2016. - 572 c. : nin. -
(IlIar 3a marom). - ISBN 5-9570-
0046-9.
2. Jixonc K. I. UHcTpyMeHTanbHbIE
cpencTBa obecrieueHus 6€30MacHOCTH
o eenel LoTea | gt | 95C TRbooks
JI>)KOHCOH. - 2-¢ u31., uctp. - MockBa
: MHTYUT, 2016. - 915 c. : um.
COI'NJTACOBAHO

Jupexrop Hay4yHOI OMOIHOTEKN

«

A.M. AcaeBa

TO/IITUCH)

201 r.

(M1.0. damunus)

MII
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11.3. Ilepeuyens pecypcoB HMH(OPMANMOHHO-TEJIEKOMMYHHUKAIIMOHHOI
cetu ""UnTepHeT"

e AHTHBHUpYCHas 3alllMTa KOMIIBIOTEPHBIX CHUCTEM [DJIEKTPOHHBIA pecypc]. — Pexum
noctyna https://www.intuit.ru/studies/courses/2259/155/info

e Xakep dTUYHBIA — XaKepPCTBO Ha Oyaro [DneKTpoHHBIN pecypc]. — Pexxum mocrymna
http://inetrab.ru/poisk-raboty/interesnaya-professiya/xaker-etichnyj-xakerstvo-na-

blago

e Meronosnorust 00beKTHO-OPUCHTHPOBAHHOTO aHAIM3A U TPOSKTUPOBAHHUS |
e Uudopmanuonnas Oe3omacHOCTh [DiekTpoHHbId pecypc]. — Pexum poctyna
http://www.itsec.ru/main.php

11.4. IlepeyeHb NPOrpaMMHOI0 o0ecnevYeHust

Ne HanmenoBanune 11O KosnvectBo | PekBU3UTHI 10roBOpa (1ara,
n/n JIMLEH3UI HOMep, CPOK JAeHCTBHA)

1. Windows 1398 Beccpounas

2. Office Standard 1398 beccpounas

11.5. Onucanue MaTepHaIbLHO-TEXHMYECKOH 0a3bl, HEOOXOAUMOM JIA
OCyLIeCTBJICHHs 00Pa30BaTEJIbHOI0 MPOLECcCca 0 JMCUHUILIMHE (MOIYJII0)

n/n

HaumenoBanue
000py/10BAHHBIX
yueOHBbIX KaOu-
HETOB, J1abopa-
TOPHH, MacTep-
CKHX H JIp. 00b-
€KTOB /ISl NIPO-
Be/leHHs MpaK-
THYECKHUX M Jia-
0opaTopHBIX 3a-
HATHHI

Ilepeyenb 0CHOBHO-
ro o0opya1oBaHus

S

DaKkTHYECKUIl aJ- = o =
pec Y4eOHbIX Ka- é é o
OHMHETOB, J1abopa- g 4 é
TOPHH, MacTep- S E )
CKHUX H JIp. = <z 8

=)

=
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https://www.intuit.ru/studies/courses/2259/155/info
http://inetrab.ru/poisk-raboty/interesnaya-professiya/xaker-etichnyj-xakerstvo-na-blago
http://inetrab.ru/poisk-raboty/interesnaya-professiya/xaker-etichnyj-xakerstvo-na-blago
http://www.itsec.ru/main.php

Aynutopus BeO-
KOH(EepEHITHIA.
VYyebnas ayauro-
pust I IpoBe-
JIEHUS 3aHATHI
JIEKIIMOHHOTO TH-
na. YdyeOHas ay-
TUTOPHS JUISt
MIPOBEICHUS 3a-
HATUU CEMHUHap-
CKOTO THIIA.
VYyebnas ayauro-
pust 17151 KypCcoBO-
r'O IPOEKTUPOBA-
HUS (BBIOJIHEHUS
KYpCOBBIX padoT).
VYuebHas ayuTo-
pust I IpOBe-
JICHUSI TPYIITIOBBIX
Y UHMBHUIYallb-
HBIX KOHCYJIbTa-
uuit YueOHas ay-
TUTOPHS TS
MIPOBEICHUS 3a-
HATUH TEKYLIEro
KOHTPOJISI U TIPO-
MEXKYTOYHOM at-
TECTaIUH.

DKpaH TeJIeBU3UOH-
HBIW, LIUPMBI, TIPO-
YKEKTOp Ha ILITaTuBeE.
CTOJI IIpemno/iaBa-
TEIbCKUM, CTYJIbA
MpenoiaBaTesibCKue. ,
TpancnapaHT-
MEePETAHKKA, CUCTEM-
HBIH OJIOK .

445020, Camapckas
001, r. TonpsTTH,
yi. benopycckas,
16B,

VYJIK-807

17,1
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